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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Security for Isolated Operation for Public Safety in 5G system
Acronym: 5IOPS_SEC 
Unique identifier: 
 
Potential target Release: {Rel-18}. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts { For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	
	

	No
	
	
	
	
	

	Don't know
	X
	X
	X
	X
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
{Not applicable for a Study Item}
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	SMARTER
	SA1
	720005
	New Services and Markets Technology Enablers


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	600046
	Study on Isolated E-UTRAN Operation for Public Safety
	TR 22.897 Stage 1 Study Item

	630015
	Isolated E-UTRAN Operation for Public Safety
	TS 22.346 Stage 1 Requirements

	660059
	Study on architecture enhancements to support Isolated E-UTRAN Operation for Public Safety
	TR 23.797 Stage 2 Study Item

	670095
	Study on Security Aspects of Isolated E-UTRAN Operation for Public Safety
	TR 33.897 Stage 2 Study Item

	710032

	Study on Enhanced Isolated E-UTRAN Operation for Public Safety
	TR 23.798 Stage 2 study Item for security

	680048
	Stage 2 for Isolated E-UTRAN Operation for Public Safety
	TS 23.401 Stage 2 work item

	690047
	Security aspects for Isolated E-UTRAN Operation for Public Safety
	TS 33.401 Stage 2 work item for security


3
Justification

The support of Isolated E-UTRAN operations for Public Safety (IOPS) was introduced since Rel-13 in order to address the case of a backhaul failure or a nomadic EPS deployment, ensuring the ability of Public Safety users to communicate in times of crisis via an IOPS-capable eNB. The IOPS mode provides the LTE network the ability to maintain continuous communication services for Public Safety users, including voice, data, unicast and groupcast communications. 

The 5G system is expected to offer the same capabilities as legacy 3GPP systems. In fact, the clause 5.1.2.2 of 3GPP TS 22.261 states the following:  

‘In principle, the 5G system shall support all EPS capabilities’.

In particular, the 5G system is expected to be able to provide a minimal level of service even in cases where the authentication infrastructure is not available for example in crisis situations such as incidents, natural disasters, etc. On this matter, 3GPP TS 22.261 clause 8 states the following: 

 ‘The 5G system shall be able to provide temporary service for authorized users without access to their home network (e.g. IOPS, mission critical services)’.

However, the above requirements, especially the security requirement, are not currently satisfied. As for now, the 5G system is not capable to provide IOPS mode. To address the continued secure communication ability of Public Safety users in the scenarios of network backhaul failure or a nomadic network deployment, the operators only left the choice to deploy an EPS-based IOPS if we don’t support IOPS mode and corresponding security functionalities in the 5G system. For the operators and consumers has existing 5G system deployment, the secured IOPS mode benefits the ability to mitigate the 5G infrastructure out-of-service under incident scenarios. For these reasons, it is necessary to introduce security and privacy mechanisms of Isolated Operation for Public Safety in 5GS (5IOPS) into the 5G system.
4
Objective

The SA3 objectives are as follows:

· Specifies the security guidelines for Isolated Operation for Public Safety in 5GS (5IOPS), based on the existing security mechanisms or potential enhancement for IOPS deployment in 5G system architecture.
5
Expected Output and Time scale

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	Add the security features for Isolated Operation for Public Safety in 5GS (5IOPS_SEC)

	SA#97 (Sept 2022)
	


6
Work item Rapporteur(s)
Ao Lei, Huawei, Leiao@huawei.com
7
Work item leadership

8
Aspects that involve other WGs

SA2 works on system architecture and procedures. 
9
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	TD Tech

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	


